FranceQCI Consortium: A Strategic Advancement for Air Navigation
Cybersecurity

In 2025, the DSNA participated in a practical test (Proof of Concept) at its laboratories in
Toulouse, integrating its specific use cases and cybersecurity needs. This POC allowed real-
world testing of the feasibility and effectiveness of a quantum communication infrastructure
tailored to the requirements of the aeronautics sector, with the support of the FranceQCI
consortium.

A National and European Commitment to Innovation

The DSNA (Direction des Services de la Navigation Aérienne) plays a key role in research and
innovation to enhance safety and efficiency in the aviation sector. By partnering with national
and European projects, it helps shape the future of air navigation across Europe.

The FranceQCI Project: Addressing Cybersecurity Challenges

The FranceQCI project stands out as a major step forward in data security. Co-financed by the
European Union, this consortium brings together leading players such as Orange, Thales, Airbus,
innovative startups, research laboratories, and the DSNA as an institutional end-user.

The main goal of FranceQCl is to establish the foundations of a quantum communication
infrastructure (QCI) that enables the intrinsically secure exchange of symmetric keys resistant to
quantum computers. This infrastructure aims to anticipate and counter threats posed by the
emergence of powerful quantum computers, which could compromise the security of current
asymmetric encryption systems.

A Strategic Vision for the Future

The FranceQCI project exemplifies the consortium’s commitment to strengthening the security
of critical communications in a context where cyber threats are continuously growing. By
developing a robust quantum infrastructure, the DSNA and its partners are contributing to
ensuring the resilience of the aviation sector against the technological challenges of tomorrow.



